
MAYANK MALIK
CC ISC2 | THREAT & MALWARE ANALYST | INCIDENT RESPONSE MUZAFFARNAGAR, UTTAR PRADESH, INDIA

DETAILS
Muzaffarnagar, Uttar Pradesh

India
me@mostwanted002.page

LINKS
Portfolio & Projects

SKILLS
Adaptability

Fast Learner

Ability to Work in a Team

Communication Skills

Computer Skills

Time Management Skills

Highly Organized

HOBBIES
Gaming, Computer Hardware, IoT, 

Cooking

PROFILE
Highly skilled and dedicated malware analyst with 3 years of experience in incident 
responding, analyzing, detecting, and mitigating malware threats. Seeking a challenging 
position as a malware analyst to utilize my expertise in identifying and neutralizing 
complex malware attacks to ensure the security and integrity of computer systems.

EMPLOYMENT HISTORY
Threat & Malware Analyst | Incident Response Team at Certego SRL, Modena, Italy
2021 — Present

• Engaged in analysis and response to IT incidents on Customer networks
• Conducted in-depth analysis of malware samples to identify their origins, 

functionality, and potential impact on systems.
• Reverse-engineered malicious code using tools such as IDA Pro and x64dbg to 

understand the behavior and implement countermeasures.
• Collaborated with incident response teams to investigate and respond to security 

incidents, providing expertise in malware analysis.
• Developed and maintained malware analysis reports, documenting findings and 

recommendations for mitigation.
• Stayed updated with the latest malware trends, vulnerabilities, and attack 

techniques to enhance the organization's security posture.
• Engaged in studying the threat landscape, to optimize the detection capabilities of 

the Certego PanOptikon platform

Threat Analyst at Netenrich Inc., Bangalore, India
December 2020 — November 2021

• Engaged in attack surface monitoring and superficial penetration testing for 
multiple clients.

• Participated in vulnerability assessments and penetration tests to identify potential 
weaknesses and gaps in security controls.

• Assisted in the development and implementation of security policies, procedures, 
and controls to enhance the organization's overall security posture.

EDUCATION
B.Sc. (Honors) Computer Science, University of Delhi, New Delhi, India
July 2017 — August 2020

Graduated with 6.9 CGPA

COURSES
Certified in Cybersecurity (CC), ISC2
June 2023 — June 2023

Practical Malware Analysis and Triage, TCM Security
September 2022 — September 2022

Certified Red Team Professional (CRTP), Pentester Academy
April 2021 — April 2021

Google Cloud Specialization, Coursera
September 2019 — November 2020
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